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DETAILED ACTION 

1. Claims 12-31 Pending. 
Claims 1-11 Canceled. 

Response to Arguments 

2. Examiner apologizes for the oversight in the last office action noted by Applicants 
in the Communication filed 8/19/2008. A corrected office action considering Claims 12- 
31 as filed in the amended claim listing on 3/4/2005 is included herein. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

4. Claims 12-31 rejected under 35 U.S.C. 102(e) as being anticipated by Lu et al. 
(U.S. Patent Number 677984, filed 10/23/2000, Patented 8/17/2004 and referred to hereinafter as Lu). 

As per Claim 12, Lu discloses a method of comparing a data key to a rule, the 
method including: dividing the data key into a plurality of chunks (i.e. "Accordingly, one 
object of the present invention is to provide a flexible and high-performance pacl<et classification 
algorithm that involves the conversion of original rule database into a rule mapping table format for 
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storage. The rule mapping table is formed by dividing an input key into a plurality of sub-keys, and then 
sequentially comparing the ordering of each sub-key with the same sub-key field of each rule. Finally, the 
results of the comparison indicates a match while a "0" indicates a mismatch) are stored in the rule 
mapping table through bit mapping."The preceding text excerpt clearly indicates that a data key is 
divided into a plurality of chunks (e.g. subkeys).) (Column 2, Lines 20-31), extracting data from a 

memory at an address corresponding to the value of each of at least some of the 
chunks, the data being previously stored at the address of the memory such that the 
data has a value corresponding to whether a bitwise comparison of the chunk of the 
corresponding data key with a portion of the mask is equal to a bitwise comparison of 
the portion of the mask and a corresponding portion of the rule (i.e. "Using rule table iooin 
FIG. 1 as an example, if the 8-bit input key is divided up into four 2-bit sub-keys, rule mapping table 120 
shown in FIG. 2 is obtained. For sub-key #0 {bit #1, bit #0} of the input key, rule vector (0,0) that 
corresponds to the sub-key #0 with sub-key value equals to 0, is {1, 0, 0, 1}. This indicates that when bit 
#1 and bit #0 of the input key is {0,0}, rule #0, rule #3 and rule #4 conform. Similarly, rule vector (0,3) that 
corresponds to the sub-key #0 with sub-key value of 3 is {0, 1, 1, 1, 1}. This indicates that when bit #1 
and bit #0 of the input key is (1, 1}, rule #1, rule #2 #3 and rule #4 conform. After the establishment of rule 
mapping table 120, searching operations are very much simplified. All that is required is to extraction of 
all the rule vectors corresponding to the search key value. Using the input key #1(^11110011') in FIG. 2 
as an example, four rule vectors including rule vector (0, 3), rule vector (1, 0), rule vector (2, 3) and rule 
vector (3, 3) (shown in shade) are required. A logic AND operation of the rule bit mappings are carried out 
to obtain a conformed rule vector: {0, 1, 1, 0, 1 }. This indicates that the input key conforms to rule #1, rule 
#2 and rule #4. Finally, a AND logic element 130 and a priority encoder 140 are used to extract the 
leftmost rule, that is, rule #1. Hence, rule #1 becomes the lookup result 150. " The preceding text excerpt 
clearly indicates that a rule table, which indicates correspondence between the rules and the keys, is built 
by comparing the subkeys with masked portions of the rule. Examiner notes that the comparison is a 
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bitwise AND operation.) (Column 4, Lines 33-57); and examining the data extracted from eacil 
memory address corresponding to the at least some of the chunks to determine if the 
rule is obeyed for the entire data key (i.e. "The goal of this invention is to provide a high-speed 
and economical search method particularly for searching data that includes don't care bit fields. To 
simplify explanation, a rule table having just five mies is selected in the following illustration. FIG. 1 is a 
diagram showing a packet classification database having five 8-bit rules. As shown in FIG. 1, the rule 
table 100 has five 8-bit rules with each rule bit having 'T, "0" or "x" (don't care). The search method of 
this invention is capable of finding a rule that conforms to a particular input key in rule table 100. When 
more than one rule conforms to the input key, the search method takes up the earlier one in the rule table 
list as the lookup result of the search. Using an input key #0C 11111001V) as an example, conformed 
rules in table 100 includes rule #1C11110><ir), rule #2CU><><00ir and rule #4rxxxxxxxx-;. Under 
such circumstances, the search method chooses rule #1 as a search result 100. The following is a 
description of the packet classification algorithm provided by this invention. First, the original rule table 
must be converted into a rule mapping table and stored in a memory unit. FIG. 2 is a diagram showing 
the packet classification algorithm according to this invention. The mapping table 120 shown in FIG. 2 is 
generated by dividing the input key into a plurality of sub-keys. Thereafter, various combinations of the 
bits inside each sub-key value and same sub-key value field to of each rule are compared. The result of 
the comparison is stored in mapping table 120 according to a bit map method f"7" represents a match 
while '0' represent a mismatch). Later, in the following description, rule vector (I, J) is used to refer to the 
converted bit mapping of mapping table 120 when the value of the Ith sub-key with sub-key value equal to 
J. "The preceding text excerpt clearly indicates that that data key is determined to obey the rule if all of 
the subkeys match each of the corresponding rule vectors. Examiner notes that this correspondence 
data is stored in the rule mapping table and examined to determine if keys conform to rules.) (Column 4, 
Lines 1-32). 
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As per Claim 13, Lu discloses the memory is structured into chunks 
corresponding to the chunks of the data key, the chunks of the memory being grouped 
into sections, and wherein the method further comprises simultaneously for different 
sections of the memory successively extracting the data for the corresponding chunks 

of memory within each section (i.e. "Through the said technique, rule mapping table lookup can be 
achieved with each search engine processing a portion of the sub-key fields in parallel. By using 
interleave matrix, the search algorithm is even capable of processing rules that have a varying width. 
Furthermore, this invention can support a plurality of rule databases or sub-tables. The only criteria are to 
set up the initial scan value, the terminal scan value and rule width of the desired search sub-table. After 
the setting of the initial scan value, the search engines can search for the sub-table automatically. 
Consequently, a plurality of rule databases each having a different length and width can coexist inside the 
same search engine so that operating characteristics (such as speed and volume occupation) and 
flexibility (the coexistence of different rule databases) are improved." The preceding text excerpt clearly 
indicates tliat the subkeys are processed in parallel.) (Column 6, Lines 21-35). 

As per Claim 14, Lu discloses address from where the data is extracted data 

corresponds to chunk of the data key (i.e. Figure 2 clearly indicates tliat ttie address in tine 
mapping table from which the mapping data is extracted corresponds to the chunk of the data key.) ( 
Figure 2). 

As per Claim 15, Lu discloses a method of comparing a data key to portions of a 
plurality of rules, the portions being defined by corresponding masks, the method 
including: dividing the data key into chunks (i.e. "Accordingly, one object of the present invention 
is to provide a flexible and high-performance packet classification algorithm that involves the conversion 
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of original rule database into a rule mapping table format for storage. The rule mapping table is formed by 
dividing an input key into a plurality of sub-keys, and then sequentially comparing the ordering of each 
sub-key with the same sub-key field of each rule. Finally, the results of the comparison indicates a 
match while a '0' indicates a mismatch) are stored in the rule mapping table through bit mapping. " The 
preceding text excerpt clearly indicates that a data key is divided into a plurality of chunks (e.g. subkeys).) 
(Column 2, Lines 20-31), Successively for each of said rules: (i) extracting data from an 
address obtained from each of the chunks of the data key, the data being stored at the 
address of the memory such that the data has a value corresponding to whether a 
bitwise comparison of the chunk of the corresponding data key with a portion of the 
mask is equal to a bitwise comparison of the portion of the mask and a corresponding 
portion of the rule (i.e. "Using rule table 100 in FIG. 1 as an example, if the 8-bit input key is divided 
up into four 2-bit sub-keys, rule mapping table 1 20 shown in FIG. 2 is obtained. For sub-key #0 {bit #1, bit 
W} of the input key, rule vector (0,0) that corresponds to the sub-key #0 with sub-key value equals to 0, is 
{1, 0, 0, 1}. This indicates that when bit #1 and bit #0 of the input key is {0,0}, rule #0, rule #3 and rule #4 
conform. Similarly, rule vector (0,3) that con-esponds to the sub-key #0 with sub-key value of 3 is {0, 1, 1, 
1, 1}. This indicates that when bit #1 and bit #0 of the input key is {1,1}, rule #1, rule #2 #3 and rule #4 
conform. After the establishment of rule mapping table 120, searching operations are very much 
simplified. All that is required is to extraction of all the rule vectors corresponding to the search key value. 
Using the input key #1('1 11 1001V) in FIG. 2 as an example, four rule vectors including rule vector (0, 3), 
rule vector ( 1, 0), rule vector (2, 3) and rule vector (3, 3) (shown in shade) are required. A logic AND 
operation of the rule bit mappings are carried out to obtain a conformed rule vector: {0, 1, 1, 0, 1 }. This 
indicates that the input key conforms to rule #1, rule #2 and rule #4. Finally, a AND logic element 130 and 
a priority encoder 140 are used to extract the leftmost rule, that is, rule #1. Hence, rule #1 becomes the 
lookup result 750. "The preceding text excerpt clearly indicates that a rule table, which indicates 
correspondence between the rules and the keys, is built by comparing the subkeys with masked portions 
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of the rule. Examiner notes that the comparison is a bitwise AND operation.) (Column 4, Lines 33-57); 

and (ii) examining the data extracted from each of the chunks of the data key to 
determine if the rule is obeyed for the entire data key (i.e. "The goal of this invention is to 

provide a high-speed and economical search method particularly for searching data that includes don't 
care bit fields. To simplify explanation, a rule table having just five rules is selected in the following 
illustration. FIG. 1 is a diagram showing a packet classification database having five 8-bit rules. As shown 
in FIG. 1, the rule table 100 has five 8-bit rules with each rule bit having T, "0" or x" (don't care). The 
search method of this invention is capable of finding a rule that conforms to a particular input key in rule 
table 100. When more than one rule conforms to the input key, the search method takes up the earlier 
one in the rule table list as the lookup result of the search. Using an input key #0C11 1 11001 1 V as an 
example, conformed rules in table 100 includes rule #1^11110^1 V), rule #2C1^^^0011^ and rule 
#4("xxxxxxxx"j. Under such circumstances, the search method chooses rule #1 as a search result 100. 
The following is a description of the packet classification algorithm provided by this invention. First, the 
original rule table must be converted into a rule mapping table and stored in a memory unit. FIG. 2 is a 
diagram showing the packet classification algorithm according to this invention. The mapping table 120 
shown in FIG. 2 is generated by dividing the input key into a plurality of sub-keys. Thereafter, various 
combinations of the bits inside each sub-key value and same sub-key value field to of each rule are 
compared. The result of the comparison is stored in mapping table 120 according to a bit map method 
('1' represents a match while '0' represent a mismatch). Later, in the following description, rule vector (I, 
J) is used to refer to the converted bit mapping of mapping table 120 when the value of the Ith sub-key 
with sub-key value equal to J. "The preceding text excerpt clearly indicates that that data key is 
determined to obey the rule if all of the subkeys match each of the corresponding rule vectors. Examiner 
notes that this correspondence data is stored in the rule mapping table and examined to determine if keys 
conform to rules.) (Column 4, Lines 1-32). 
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As per Claim 16, Lu discloses the memory is structured two dimensionally, a first 
dimension corresponding to the chunks of the data key and a second dimension 
corresponding to the different rules (i.e. "Using rule table 100 in fig. 1 as an example, if the 8-bit 

input key is divided up into four 2-bit sub-keys, rule mapping table 1 20 sliown in FIG. 2 is obtained. For 
sub-key #0 {bit #1, bit #0} of the input key, rule vector (0,0) that corresponds to the sub-key #0 with sub- 
key value equals to 0, is {1, 0, 0, 1}. This indicates that when bit #1 and bit #0 of the input key is {0,0}, 
rule #0, rule #3 and rule #4 conform. Similarly, rule vector (0,3) that con-esponds to the sub-key #0 with 
sub-key value of 3 is {0, 1, 1, 1, 1). This indicates that when bit #1 and bit #0 of the input key is {1, 1}, rule 
#1, rule #2 #3 and rule #4 conform. After the establishment of rule mapping table 120, searching 
operations are very much simplified. All that is required is to extraction of all the rule vectors 
corresponding to the search key value. Using the input key #1(^11110011^) in FIG. 2 as an example, four 
rule vectors including rule vector (0, 3), rule vector (1, 0), rule vector (2, 3) and rule vector (3, 3) (shown in 
shade) are required. A logic AND operation of the rule bit mappings are carried out to obtain a conformed 
rule vector: {0, 1, 1, 0, 1 }. This indicates that the input key conforms to rule #1, rule #2 and rule #4. 
Finally, a AND logic element 130 and a priority encoder 140 are used to extract the leftmost rule, that is, 
rule #1. Hence, rule #1 becomes the lookup result 150. "The preceding text excerpt and Figure 2 clearly 
indicate that the mapping table and the rule vectors are stored in two separate data dimensions.) (Figure 
2; Column 4, Lines 33-57). 

As per Claim 17, Lu discloses examining the data further comprises performing 
at least one AND operation on the data extracted from each of the chunks to determine 

if the rule is obeyed for the entire data key (i.e. "Using rule table lOO in fig. 1 as an example, if 
the 8-bit input key is divided up into four 2-bit sub-keys, rule mapping table 120 shown in FIG. 2 is 
obtained. For sub-key #0 {bit #1, bit #0} of the input key, rule vector (0,0) that corresponds to the sub-key 
#0 with sub-key value equals to 0, is {1, 0, 0, 1}. This indicates that when bit #1 and bit #0 of the input key 
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is {0,0}, rule #0, rule #3 and rule #4 conform. Similarly, rule vector (0,3) that corresponds to the sub-key 
#0 with sub-key value of 3 is {0, 1, 1, 1, 1}. This indicates that when bit #1 and bit #0 of the input key is 
{1,1}, rule #1, rule #2 #3 and rule #4 conform. After the establishment of rule mapping table 120, 
searching operations are very much simplified. All that is required is to extraction of all the rule vectors 
corresponding to the search key value. Using the input key #1(^11 11001V) in FIG. 2 as an example, four 
rule vectors including rule vector (0, 3), rule vector (1, 0), rule vector (2, 3) and rule vector (3, 3) (shown in 
shade) are required. A logic AND operation of the rule bit mappings are earned out to obtain a conformed 
rule vector: {0, 1, 1, 0, 1 }. This indicates that the input key conforms to rule #1, rule #2 and rule #4. 
Finally, a AND logic element 130 and a priority encoder 140 are used to extract the leftmost rule, that is, 
rule #1. Hence, rule #1 becomes the lookup result 750. "The preceding text excerpt clearly indicates that 
a rule table, which indicates correspondence between the rules and the keys, is built by comparing the 
subkeys with masked portions of the rule. Examiner notes that the comparison is a bitwise AND 
operation.) (Column 4, Lines 33-57). 

As per Claim 18, Lu discloses a system for comparing a data l^ey to portions of a 
plurality of rules defined by corresponding masks, the system including: an interface 
configured to receive the data key, and to divide the data key into chunks (i.e. 

"Accordingly, one object of the present invention is to provide a flexible and high-performance packet 
classification algorithm that involves the conversion of original rule database into a rule mapping table 
format for storage. The rule mapping table is formed by dividing an input key into a plurality of sub-keys, 
and then sequentially comparing the ordering of each sub-key with the same sub-key field of each rule. 
Finally, the results of the comparison f 7" indicates a match while a '0* indicates a mismatch) are stored 
in the rule mapping table through bit mapping." The preceding text excerpt clearly indicates that a data 
key is divided into a plurality of chunks (e.g. subkeys).) (Column 2, Lines 20-31), a memory 

configured to receive the chunks of the data key from the interface, and for successive 



Application/Control Number: 10/526,700 Page 10 

Art Unit: 2165 

rules, to use the chunks of the data key and the rule as address data to extract data 
indicative of whether a bitwise comparison of each chunk of the data key with a 
corresponding portion of the mask is equal to a bitwise comparison of the corresponding 
portion of the mask and the corresponding portion of the rule (i.e. "Using rule table ioo in 
FIG. 1 as an example, if the 8-bit input key is divided up into four 2-bit sub-keys, rule mapping table 120 
shown in FIG. 2 is obtained. For sub-key #0 {bit #1, bit #0} of the input key, rule vector (0,0) that 
corresponds to the sub-key #0 with sub-key value equals to 0, is {1, 0, 0, 1}. This indicates that when bit 
#1 and bit #0 of the input key is {0,0}, rule #0, rule #3 and rule #4 conform. Similarly, rule vector (0,3) that 
corresponds to the sub-key #0 with sub-key value of 3 is {0, 1, 1, 1, 1}. This indicates that when bit #1 
and bit #0 of the input key is {1,1}, rule #1, rule #2 #3 and rule #4 conform. After the establishment of rule 
mapping table 1 20, searching operations are very much simplified. All that is required is to extraction of 
all the rule vectors corresponding to the search key value. Using the input key #1(^11 11001V) in FIG. 2 
as an example, four rule vectors including rule vector (0, 3), rule vector (1, 0), rule vector (2, 3) and rule 
vector (3, 3) (shown in shade) are required. A logic AND operation of the rule bit mappings are carried out 
to obtain a conformed rule vector: {0, 1, 1, 0, 1 }. This indicates that the input key conforms to rule #1, rule 
#2 and rule #4. Finally, a AND logic element 130 and a priority encoder 140 are used to extract the 
leftmost rule, that is, rule #1. Hence, rule #1 becomes the lookup result 750. "The preceding text excerpt 
clearly indicates that a rule table, which indicates correspondence between the rules and the keys, is built 
by comparing the subkeys with masked portions of the rule. Examiner notes that the comparison is a 
bitwise AND operation.) (Column 4, Lines 33-57); and a comparator for examining the data 
extracted from the memory to determine if the rules are obeyed for the entire data key 
(i.e. "The goal of this invention is to provide a high-speed and economical search method particularly for 
searching data that includes don't care bit fields. To simplify explanation, a rule table having just five rules 
is selected in the following illustration. FIG. 1 is a diagram showing a packet classification database 
having five 8-bit rules. As shown in FIG. 1, the rule table 100 has five 8-bit rules with each rule bit having 
T, "0" or "x" (don't care). The search method of this invention is capable of finding a rule that conforms to 



Application/Control Number: 10/526,700 Page 1 1 

Art Unit: 2165 

a particular input key in rule table 100. When more than one rule conforms to the input key, the search 
method takes up the earlier one in the rule table list as the lookup result of the search. Using an input key 
#0C 11111001V) as an example, conformed rules in table 100 includes rule #1C11110x1V), rule 
#2C1xxx001V and rule #4C"xxxxxxxx'^. Under such circumstances, the search method chooses rule #1 
as a search result 100. The following is a description of the packet classification algorithm provided by 
this invention. First, the original rule table must be converted into a rule mapping table and stored in a 
memory unit. FIG. 2 is a diagram showing the packet classification algorithm according to this invention. 
The mapping table 120 shown in FIG. 2 is generated by dividing the input key into a plurality of sub-keys. 
Thereafter, various combinations of the bits inside each sub-key value and same sub-key value field to of 
each rule are compared. The result of the comparison is stored in mapping table 120 according to a bit 
map method fl' represents a match while '0' represent a mismatch). Later, in the following description, 
rule vector (I, J) is used to refer to the converted bit mapping of mapping table 120 when the value of the 
Ith sub-key with sub-key value equal to J. "The preceding text excerpt clearly indicates that that data key 
is determined to obey the rule if all of the subkeys match each of the corresponding rule vectors. 
Examiner notes that this correspondence data is stored in the rule mapping table and examined to 
determine if keys conform to rules.) (Column 4, Lines 1-32). 

As per Claim 19, Lu discloses the memory is structured two dimensionally, with a 
first dimension corresponding to the different chunks of the data key and a second 
dimension corresponding to the different rules (i.e. "Using rule table looin fig. i as an 

example, if the 8-bit input key is divided up into four 2-bit sub-keys, rule mapping table 120 shown in FIG. 
2 is obtained. For sub-key #0 {bit #1, bit #0} of the input key, rule vector (0,0) that corresponds to the sub- 
key #0 with sub-key value equals to 0, is {1, 0, 0, 1}. This indicates that when bit #1 and bit #0 of the input 
key is {0,0}, rule #0, rule #3 and rule #4 conform. Similarly, rule vector (0,3) that corresponds to the sub- 
key #0 with sub-key value of 3 is {0, 1, 1, 1, 1}. This indicates that when bit #1 and bit #0 of the input key 
is {1, 1), rule #1, rule #2 #3 and rule #4 conform. After the establishment of rule mapping table 120, 
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searching operations are very much simplified. All that is required is to extraction of all the rule vectors 
corresponding to the search key value. Using the input key #1C11 1 1001 1 ') in FIG. 2 as an example, four 
rule vectors including rule vector (0, 3), rule vector (1, 0), rule vector (2, 3) and rule vector (3, 3) (shown in 
shade) are required. A logic AND operation of the rule bit mappings are carried out to obtain a conformed 
rule vector: {0, 1, 1, 0, 1 }. This indicates that the input key conforms to rule #1, rule #2 and rule #4. 
Finally, a AND logic element 130 and a priority encoder 140 are used to extract the leftmost rule, that is, 
rule #1. Hence, rule #1 becomes the lookup result 150."The preceding text excerpt and Figure 2 clearly 
indicate that tlie mapping table and the rule vectors are stored in two separate data dimensions.) (Figure 
2; Column 4, Lines 33-57). 

As per Claim 20, Lu discloses the memory comprises a plurality of memory 
devices, each memory device corresponding to multiple chunks of the data key, such 
that all of the memory devices together correspond to all of the chunks of the data key 
(i.e. "Furthermore, the rule mapping table can be dissected into a plurality of sub-tables such that the 
number of rules and rule width in each sub-table can be set. Each sub-table has an initial scan value 
register, a terminal scan value register and a register for recording the width of the sub-table. Each sub- 
table can even have a register for registering the initial address of memory for holding associated data 
and a register for registering size of storage location for the associated date. "The preceding text excerpt 
along with Figure 4 clearly indicates that the mapping tables, which hold the mappings corresponding to 
multiple chunks of the data key, may be divided into subtables which contain multiple registers. Examiner 
notes that both the subtables and the registers may be considered to be memory devise and that all the 
subtables together will correspond to all of the chunks of the data key.) (Figure 4, Column3, Lines 9-17). 



As per Claim 21 , Lu discloses the rules are divided into groups of rules, and 
wherein each memory device stores the data corresponding to one of the groups of the 
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rules (i.e. "Through the said technique, rule mapping table lookup can be achieved with each search 
engine processing a portion of the sub-key fields in parallel. By using interleave matrix, the search 
algorithm is even capable of processing rules that have a varying width. Furthermore, this invention can 
support a plurality of rule databases or sub-tables. The only criteria are to set up the initial scan value, the 
terminal scan value and rule width of the desired search sub-table. After the setting of the initial scan 
value, the search engines can search for the sub-table automatically. Consequently, a plurality of rule 
databases each having a different length and width can coexist inside the same search engine so that 
operating characteristics (such as speed and volume occupation) and flexibility (the coexistence of 
different rule databases) are improved. "The preceding text excerpt clearly indicates that groupings of 
differently sized rules are grouped together and stored in separate databases (e.g. memory devices).) 
(Column 6, Lines 21-35). 

As per Claim 22, Lu discloses the memory further comprises a plurality of 
memory devices, the rules are divided into groups of rules, and each memory device 
stores the data corresponding to one of the groups of the rules (i.e. "Through the said 

technique, rule mapping table lookup can be achieved with each search engine processing a portion of 
the sub-key fields in parallel. By using interleave matrix, the search algorithm is even capable of 
processing rules that have a varying width. Furthermore, this invention can support a plurality of rule 
databases or sub-tables. The only criteria are to set up the initial scan value, the terminal scan value and 
rule width of the desired search sub-table. After the setting of the initial scan value, the search engines 
can search for the sub-table automatically. Consequently, a plurality of rule databases each having a 
different length and width can coexist inside the same search engine so that operating characteristics 
(such as speed and volume occupation) and flexibility (the coexistence of different rule databases) are 
improved."The preceding text excerpt clearly indicates that groupings of differently sized rules are 
grouped together and stored in separate databases (e.g. memory devices).) (Column 6, Lines 21-35). 
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As per Claim 23, Lu discloses the interface further comprises registers 
configured to store the data key (i.e. Figure 2 clearly indicates that the data keys are stored In 
registers.) (Figure 2). 

As per Claim 24, Lu discloses registers coupled to the comparator for storing the 
results for different rules (i.e. Figure 2 clearly Indicates that the rule vectors and results are stored In 
registers coupled to the comparator.) (Figure 2). 

As per Claim 25, Lu discloses registers coupled to the comparator for storing the 
results for different rules (i.e. Figure 2 clearly Indicates that the rule vectors and results are stored In 
registers coupled to the comparator.) (Figure 2). 

As per Claim 26, Lu discloses a switching unit configured to switch between 
modes of the system, each mode having one of a plurality of respective numbers of bits 
in each data key and one of a plurality of numbers of rules (i.e. "This invention also provides a 

flexible and high-performance packet classification algorithm that support a plurality of rule databases or 
sub-tables. In addition, this invention permits the co-existence of a plurality of rule databases each having 
a different length and width in the same search engine. Therefore, the design can provide actual 
improvements (higher speed, smaller volume occupation) and flexibility (possible coexistent of different 
rule databases). Moreover, the invention not only can provide a dynamic setting of different rule width for 
sub-tables on physical memory units, but can also provide unlimited flexibility to the search algorithm. In 
brief, the search method of this invention can be used as a general-purpose search engine in the design 
of network processor or in any situation where rapid search is necessary. The search method can serve 
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even as a replacement technology for CAM." The preceding text excerpt clearly indicates that the system 
supports dynamic switching of data key size and rule sets.) (Column 3, Lines 19-34). 

As per Claim 27, Lu discloses a switching unit configured to switch between 
modes of the system, each mode having one of a plurality of respective numbers of bits 
in each data key and one of a plurality of numbers of rules (i.e. "This invention also provides a 
flexible and high-performance packet classification algorithm that support a plurality of rule databases or 
sub-tables. In addition, this invention permits the co-existence of a plurality of rule databases each having 
a different length and width in the same search engine. Therefore, the design can provide actual 
improvements (higher speed, smaller volume occupation) and flexibility (possible coexistent of different 
rule databases). Moreover, the invention not only can provide a dynamic setting of different rule width for 
sub-tables on physical memory units, but can also provide unlimited flexibility to the search algorithm. In 
brief, the search method of this invention can be used as a general-purpose search engine in the design 
of network processor or in any situation where rapid search is necessary. The search method can serve 
even as a replacement technology for CAM. " The preceding text excerpt clearly indicates that the system 
supports dynamic switching of data key size and rule sets.) (Column 3, Lines 19-34). 

As per Claim 28, Lu discloses a data switch comprising a parsing system 
configured to extract a data key from received packets, and a system configured to 
compare the extracted data key to portions of a plurality of rules defined by 

corresponding masks, the system including, an interface configured to divide the data 
key into chunks (i.e. "Accordingly, one object of the present invention is to provide a flexible and high- 
performance packet classification algorithm that involves the conversion of original rule database into a 
rule mapping table format for storage. The rule mapping table is formed by dividing an input key into a 
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plurality of sub-keys, and then sequentially comparing the ordering of each sub-key with the same sub- 
key field of each rule. Finally, the results of the comparison (T indicates a match while a "0" indicates a 
mismatch) are stored in the rule mapping table through bit mapping." The preceding text excerpt clearly 
indicates that a data key is divided into a plurality of chunks (e.g. subkeys).) (Column 2, Lines 20-31 ), a 
memory configured to receive the chunks of the data key from the interface, and for 
successive rules, to use the chunks of the data key and the rule as address data to 
extract data indicative of whether a bitwise comparison of each chunk of the data key 
with a corresponding portion of the mask is equal to a bitwise comparison of the 
corresponding portion of the mask and a corresponding portion of the rule (i.e. "Using rule 
table 100 in FIG. 1 as an example, if the 8-bit input key is divided up into four 2-bit sub-keys, rule 
mapping table 120 shown in FIG. 2 is obtained. For sub-key #0 {bit #1, bit #0} of the input key, rule vector 
(0,0) that con'esponds to the sub-key #0 with sub-key value equals to 0, is {1, 0, 0, 1}. This indicates that 
when bit #1 and bit #0 of the input key is {0,0}, rule #0, rule #3 and rule #4 conform. Similarly, rule vector 
(0,3) that corresponds to the sub-key #0 with sub-key value of 3 is {0, 1, 1, 1, 1). This indicates that when 
bit #1 and bit #0 of the input key is {1,1}, rule #1, rule #2 #3 and rule #4 conform. After the establishment 
of rule mapping table 1 20, searching operations are very much simplified. All that is required is to 
extraction of all the rule vectors corresponding to the search key value. Using the input key 
#1(^11110011^) in FIG. 2 as an example, four rule vectors including rule vector (0, 3), rule vector (1, 0), 
rule vector (2, 3) and rule vector (3, 3) (shown in shade) are required. A logic AND operation of the rule 
bit mappings are carried out to obtain a conformed rule vector: {0, 1, 1, 0, 1 }. This indicates that the input 
key conforms to rule #1, rule #2 and rule #4. Finally, a AND logic element 130 and a priority encoder 140 
are used to extract the leftmost rule, that is, rule #1. Hence, rule #1 becomes the lookup result 1 50. " The 
preceding text excerpt clearly indicates that a rule table, which indicates correspondence between the 
rules and the keys, is built by comparing the subkeys with masked portions of the rule. Examiner notes 
that the comparison is a bitwise AND operation.) (Column 4, Lines 33-57); and a comparator for 
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examining the data extracted from the memory to determine if tlie rules are obeyed for 
the entire data l<ey (i.e. "The goal of this invention is to provide a high-speed and economical search 
method particularly for searching data that includes don't care bit fields. To simplify explanation, a rule 
table having just five rules is selected in the following illustration. FIG. 1 is a diagram showing a packet 
classification database having five 8-bit rules. As shown in FIG. 1, the rule table 100 has five 8-bit rules 
with each rule bit having "7 '0" or (don't care). The search method of this invention is capable of 
finding a rule that conforms to a particular input l<ey in rule table 100. When more than one rule conforms 
to the input key, the search method takes up the earlier one in the rule table list as the lookup result of the 
search. Using an input key #0('1 11110011') as an example, conformed rules in table 100 includes rule 
#1C11110^1V), rule #2('1xxx00ir and rule #4C"xxxxxxxx'^. Under such circumstances, the search 
method chooses rule #1 as a search result 100. The following is a description of the packet classification 
algorithm provided by this invention. First, the original rule table must be converted into a rule mapping 
table and stored in a memory unit. FIG. 2 is a diagram showing the packet classification algorithm 
according to this invention. The mapping table 120 shown in FIG. 2 is generated by dividing the input key 
into a plurality of sub-keys. Thereafter, various combinations of the bits inside each sub-key value and 
same sub-key value field to of each rule are compared. The result of the comparison is stored in mapping 
table 120 according to a bit map method CI ^ represents a match while '0' represent a mismatch). Later, 
in the following description, rule vector (I, J) is used to refer to the converted bit mapping of mapping table 
120 when the value of the Ith sub-key with sub-key value equal to J. "The preceding text excerpt clearly 
indicates that that data key is determined to obey the rule if all of the subkeys match each of the 
corresponding rule vectors. Examiner notes that this correspondence data is stored in the rule mapping 
table and examined to determine if keys conform to rules.) (Column 4, Lines 1-32). 



As per Claim 29, Lu discloses the memory is structured two dimensionally, a first 
dimension corresponding to the different chunks of the data key and a second 
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dimension corresponding to tlie different rules (i.e. "Using rule table iooin fig. i as an 

example, if the 8-bit input key is divided up into four 2-bit sub-l<eys, rule mapping table 120 shown in FIG. 
2 is obtained. For sub-key #0 {bit #1, bit #0} of the input key, rule vector (0,0) that corresponds to the sub- 
key #0 with sub-key value equals to 0, is {1, 0, 0, 1}. This indicates that when bit #1 and bit #0 of the input 
key is {0,0}, rule #0, rule #3 and rule #4 conform. Similarly, rule vector (0,3) that corresponds to the sub- 
key #0 with sub-key value of 3 is {0, 1, 1, 1, 1}. This indicates that when bit #1 and bit #0 of the input key 
is {1, 1), rule #1, rule #2 #3 and rule #4 conform. After the establishment of rule mapping table 1 20, 
searching operations are very much simplified. All that is required is to extraction of all the rule vectors 
corresponding to the search key value. Using the input key #1('11 110011') in FIG. 2 as an example, four 
rule vectors including rule vector (0, 3), rule vector (1, 0), rule vector (2, 3) and rule vector (3, 3) (shown in 
shade) are required. A logic AND operation of the rule bit mappings are carried out to obtain a conformed 
rule vector: {0, 1, 1, 0, 1 }. This indicates that the input key conforms to rule #1, rule #2 and rule #4. 
Finally, a AND logic element 130 and a priority encoder 140 are used to extract the leftmost rule, that is, 
rule #1. Hence, rule #1 becomes the lookup result 750. "The preceding text excerpt and Figure 2 clearly 
indicate that the mapping table and the rule vectors are stored in two separate data dimensions.) (Figure 
2; Column 4, Lines 33-57). 

As per Claim 30, Lu discloses the memory comprises a plurality of memory 
devices, each memory device corresponding to multiple chunks of the data key, such 
that all of the memory devices together correspond to all of the chunks of the data key 
(i.e. "Furthermore, the rule mapping table can be dissected into a plurality of sub-tables such that the 
number of rules and rule width in each sub-table can be set. Each sub-table has an initial scan value 
register, a terminal scan value register and a register for recording the width of the sub-table. Each sub- 
table can even have a register for registering the initial address of memory for holding associated data 
and a register for registering size of storage location for the associated data."The preceding text excerpt 
along with Figure 4 clearly indicates that the mapping tables, which hold the mappings corresponding to 
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multiple chunks of the data key, may be divided into subtables which contain multiple registers. Examiner 
notes that both the subtables and the registers may be considered to be memory devise and that all the 
subtables together will correspond to all of the chunks of the data key.) (Figure 4, Columns, Lines 9-17). 

As per Claim 31 , Lu discloses the rules are dividecl into groups of rules, and 
wherein each memory device stores the data corresponding to one of the groups of the 
rules (i.e. "Through the said technique, rule mapping table lookup can be achieved with each search 
engine processing a portion of the sub-key fields in parallel. By using interleave matrix, the search 
algorithm is even capable of processing rules that have a varying width. Furthermore, this invention can 
support a plurality of rule databases or sub-tables. The only criteria are to set up the initial scan value, the 
terminal scan value and rule width of the desired search sub-table. After the setting of the initial scan 
value, the search engines can search for the sub-table automatically. Consequently, a plurality of rule 
databases each having a different length and width can coexist inside the same search engine so that 
operating characteristics (such as speed and volume occupation) and flexibility (the coexistence of 
different rule databases) are improved." The preceding text excerpt clearly indicates that groupings of 
differently sized rules are grouped together and stored in separate databases (e.g. memory devices).) 
(Column 6, Lines 21-35). 
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